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CESER Mission & Energy Threat Landscape
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To enhance the security of U.S. 

critical energy infrastructure from all 

hazards, mitigate the impacts of 

disruptive events and risk to the 

sector overall through preparedness 

and innovation, and respond to and 

facilitate recovery from energy 

disruptions in collaboration with 

other Federal agencies, the private 

sector, and State, local, tribal, and 

territory governments.

Evolving Threats 
to Critical Infrastructure

Physical Threats EMP | GMD Supply Chain

Cyber Threats Climate Risks



Collaboration and Coordination is Essential 
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State, Local, Tribal, and 

Territorial (SLTT) Governments

Energy Government 

Coordinating Council (EGCC)
Industry Councils
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Cybersecurity Threats
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Physical Security Threats
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▪ Rogue actors and domestic violent 

extremists are targeting critical energy 

infrastructure

• Of the physical security incidents shared 
with E-ISAC between 2020-2022, 3% 
resulted in outages or other grid impacts.

▪ Notable increase in repeat and clustered 

incidents

Information provided by E-ISAC

TLP:GREEN
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Incident Summary

TLP:GREEN
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Customizable Energy Emergency Response Playbook

https://www.energy.gov/ceser/doe-energy-emergency-response-playbook-states-and-territories
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State Emergency Preparedness Checklist

✓Monitoring Functions

▪ Assign lead(s) to monitor situational awareness tools including I-SACs

▪ Regularly coordinate with private sector

▪ Define process / triggers of when threats or alerts need to be escalated

▪ Practice information sharing in exercises

✓Emergency Response Logistics

▪ Create EAGLE-I Account: https://eagle-i.doe.gov/login/accountRequest

▪ Check EEAC contacts in ISERNet: 
https://www.oe.netl.doe.gov/ISERNET/login.aspx

▪ Know your DOE ESF-12 Regional Coordinator: Email  

energyresponsecenter@hq.doe.gov for contact information.

▪ Bookmark Energy Waivers Library & Emergency Response Hub
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Energy Waiver Library

Emergency Response Hub

https://eagle-i.doe.gov/login/accountRequest
https://www.oe.netl.doe.gov/ISERNET/login.aspx
mailto:energyresponsecenter@hq.doe.gov
https://www.energy.gov/ceser/energy-waivers-library
https://www.energy.gov/ceser/energy-waivers-library
http://www.energy.gov/ceser/energy-waiver-library
https://www.energy.gov/ceser/emergency-response-hub
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Energy Emergency Assurance Coordinators (EEACs)

- 9 -

• The EEAC Program is a cooperative effort 
between CESER, NASEO, NARUC, NGA and NEMA to 
enable information sharing leading up to and during 
an energy disruption or emergency

• Goal is to improve information-sharing and 
communication and lower response times.

• States designate primary and secondary contacts

• Provides credible, accurate, and timely source of 
information and updates on actions taken.

▪ CESER’s SLTT Program sends states a monthly brief 

with analysis of past disruptions via the EEAC listserv

Energy Emergency Assurance 

Coordinators (EEAC) Program

https://www.energy.gov/ceser/energy-emergency-assurance-coordinators-eeac-program
https://www.energy.gov/ceser/energy-emergency-assurance-coordinators-eeac-program
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Customizable Energy Emergency Response Playbook

https://www.energy.gov/ceser/doe-energy-emergency-response-playbook-states-and-territories
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Customizable Energy Emergency Response Playbook

https://www.energy.gov/ceser/doe-energy-emergency-response-playbook-states-and-territories
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Customizable Energy Emergency Response Playbook

https://www.energy.gov/ceser/doe-energy-emergency-response-playbook-states-and-territories
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Customizable Energy Emergency Response Playbook

https://www.energy.gov/ceser/doe-energy-emergency-response-playbook-states-and-territories
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Liquid Fuels Shortage Risk Rubric



CESER SLTT Contact Information

Brandi Martin

SLTT Program Manager

Brandi.Martin@hq.doe.gov

202-586-7983

Megan Levy

SLTT Project Manager

Megan.levy@hq.doe.gov

202-209-3184

Juan Gomez

Energy Sector Specialist

Juan.gomez@hq.doe.gov

Website: energy.gov/ceser

@DOE_CESER

CESER LinkedIn

mailto:Brandi.Martin@hq.doe.gov
mailto:Megan.levy@hq.doe.gov
mailto:Juan.gomez@hq.doe.gov
https://www.energy.gov/ceser/ceser-mission
https://twitter.com/DOE_CESER
https://www.linkedin.com/company/office-of-cybersecurity-energy-security-and-emergency-response/


@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-

security-and-emergency-response

energy.gov/CESER
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